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Abstract: 
VANET that is vehicular adhoc network is becoming popular among car industries and academic environment. It provides 

communication among vehicles and is decentralized. The main aim of VANET is providing road safety, enhancing traffic efficiency 

but it is a network, so VANET also have challenges about security and is prone to attack. To tackle these attacks we introduce the 

concept of Intrusion detection system. In this paper we presented some security attacks and some of the techniques in conjunction 

with IDS and also presented a comparison between them.  
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I. INTRODUCTION 

 

Now days due to exponential increase in vehicles on road, the 

number of road hazards has grown. Almost 10 to 12 lakh people 

lose their life in a weak [1]. To provide secure and reliable 

driving environment we need a mechanism by virtue of which 

the vehicles can interact with each other. This is accomplished 

by Vehicular ad hoc networks (VANETS). VANET is a kind of 

Mobile Ad Hoc Network, (MANET), in which vehicles act as 

nodes and each vehicle is equipped with transmission 

capabilities that are interconnected to form a network. The 

topology which is created by vehicles is dynamic. It ensures 3 

type of interactions-V2V (vehicle to vehicle), V2I (vehicle to 

infrastructure) and vehicle roadside communication (VRC), see 

figure 1. 

 

 
Figure.1. Communication in Vanet 

 

VANET is divided in three categories, the first is the Wireless 

Wide Area Network (WWAN) in which the access points of the 

cellular gateways are fixed to allow direct communication 

between the vehicles and the access points. The second category 

is the Hybrid Wireless Architecture in which WWAN access 

points are used at certain points while an ad hoc communication 

provides access and communication in between those access 

points. Thelast category is the Ad Hoc V2V Communication 

which does not require any fixed access points for the vehicles to 

communicate. Vehicles are equipped with wireless network 

cards, and a spontaneous setting up of an ad hoc network can be 

done for each vehicle (fig 2). 

 

 
Figure.2. Categories of VANET 

 

1.1 Characteristics of VANET 

  Though VANET is similar to adhoc networks but some of its 

unique characteristics are: 

1. Rapidly changing network topology 

2. Frequent exchange of information 

3. Wireless communication 

4. Better physical Protection  

 

1.2 Security requirements 

 Number of security requirements must be considered In order to 

have a secure and dependable vehicular network. Some of these 

security requirements are as follows: 

 

1. Confidentiality: 

 As security in vehicular networks is related to safety, all 

network users should normally have full access to network data, 

i.e. traffic information, road conditions, etc. in order to make 

informed decisions. Since messages in VANETs don't contain 

any personal information, there is no need for encryption and 

confidentiality is not an important issue. 

 

2. Integrity 

All the messages which are exchanged on the network should be 

protected against alteration attacks. A secure vehicular network 
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must provide protection against alteration of message. A 

message can be altered in many ways during its transmission 

from source to destinations and all possible attacks must be 

considered. When it comes to integrity there are mainly three 

threats that are directly related to message contents.  

 

The three threats regarding integrity are: 

 

a) Wrong messages 

b) Messages that are modified during transmission  

c) Replayed messages. 

 

3. Availablity 

The communication channel must be available at all times, since 

vehicular networks require real-time responses; they are 

vulnerable to DoS attacks. So the channel must also be reliable 

otherwise attackers can launch DoS attacks. Such attacks can 

disturb the complete network which will lead to failure in 

delivering network messages to other vehicles within range. 

Although availability can never be guaranteed completely, but 

still there are a couple of security measures such as channel 

monitoring which is a means to increase channel availability. 

These are the key security requirements of the Vanet.  

 

Other security requirements are: 

 

 Data Consistency 

 Non Repudiation 

 Privacy 

 Anonymity 

 

1.3 Security Attacks in VANET 

 

Despite the various benefits offered by VANETs, VANETs are 

exposed to various threats and attacks. There can be several 

malicious drivers who send false information or flood the 

network making the network unavailable for some time. Some of 

these attacks are discussed below: 

 

A).DOS Attack 

 

Denial-of-service attack (DoS attack) is a cyber attack in which 

intruder seeks to make a network resource unavailable to its 

intended user by temporarily or permanently disrupting services 

of a host connected to the Internet. Denial of service is typically 

accomplished by flooding the targeted machine or resource with 

redundant requests in an attempt to overload systems and 

prevent some or all rightful requests from being fulfilled. The 

another way of launching this attack is by crashing the 

communication channel. The author in [8] proposes method to 

combat DOS 

 

B). ID Disclosure Attack 

 

In this attack, the capability of the node to hide its identity is 

broken and as a result its location also becomes visible to the 

whole network. The intruder inject malware to the neighbors of 

the target node. These malwares are replicating in nature and 

hence targets its neighbors. When the malware reaches the 

neighbor of the intruder, it notes the location of target node as 

well as its identity is noted [11][14][15]. 

C). Sybil Attack 

 

In this type of attack, duplicate nodes are formed by taking up 

the identities of the other nodes or by using illegal identities 

therefore sending information to other nodes using different 

identities. As a result different nodes have different impression 

about the same node. There are various techniques to handle this 

attack [14-16][17]. The author in [9] and [10] proposes a method 

to control the Sybil attack in VANETS using statistical and 

probability approach. 

 

D).Sending Illusory Message Attack 

 

In this attack, a node purposely sends false messages like traffic 

jam or road accident to another node in the network in order to 

create chaos. To detect the satisfied node various techniques 

have been projected [11][14-16][18]. 

 

II. RELATED WORK 

 

In this section we gives the details about various research works 

that has been done in securing VANETs Tajbakhsh et al. [21] 

projected Fuzzy Association Rules IDS (FARIDS) and 

Association Based Classification (ABC). The detection model 

consists of   learning and the detection phase. In the learning 

phase attributes were transformed into items based on 

fuzzification, the rules were induced and formed after selecting 

appropriate items and later filtered. The detection phase used 

classifier to match and label the rule for recognizing attack. The 

model is used for both known and unknown attacks. 

Shanmugavadivu et al. [16] proposed fuzzy logic based intrusion 

detection system. It used KDD Cup 99 dataset and selected 34 

continuous features. These features were mined to form the most 

critical feature that affects the whole attack. After this fuzzy 

rules were created and passed to inference engine to test on 

testing data. It provided good accuracy for all types of attack-

DOS, U2R (user to root), probe and R2l (remote to local). 

Benaicha et al. [23] proposed IDS using GA. The features 

extracted from five different attack types and rules are formed 

for each of them. The paper builds 80 rules for each attack type 

which are then fed to GA model. After these 400 rules the 

evolution process takes place and fitness function is calculated 

and rule set are formed 

 

III.   INTRUSION DETECTION SYSTEM 

 

As we saw VANETS are susceptible to many security attacks, so 

there is need of some measures to prevent these attacks. Since 

there are many solutions like group keys, encryption policies etc, 

but these solutions do not prove to be successful when a new 

attacks are examined. These solutions can only be used as entry 

level of protection. After this solution there is need of another 

layer and that layer is Intrusion Detection System. Intrusion 

detection systems detect possible intrusions. An intrusion 

detection system (IDS) monitors network traffic and monitors 

for doubtful activity and alerts the system or network 

administrator. In some cases the IDS may also respond to 

abnormal or malicious traffic by taking action such as blocking 

the user. There are some functions of Intrusion Detection System 

that are shown in figure 3. There are three factors that can be 

used to determine the performance of IDS. First one is False 
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Positive (FP) that takes place when IDS accidentally recognize 

normal node as intruder. Second is False Negative (FN) that 

takes place when the IDS accidentally recognize abnormal node 

as normal. Third and last is Detection rate. The detection occurs 

when the IDS recognize the intruder node. The accuracy of IDS 

is measured as   1-FP-FN [19] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure. 3. Functions of IDS 

 
Figure.4. Architecture of IDS 

 

2.1Classification of IDS 

IDS can be classified according to the criteria given in figure 5. 

A). On Architecture basis 

We categorize the IDS based on architecture as standalone, 

hierarchical and distributed IDS [20]. 

 

1). Standalone IDS: In these IDS every node act like IDS and 

observe the other node. There is no transmission of information 

from one node to another in it. Each node is individual IDS. 

2). Cooperative and Distributed IDS: Intrusion is detected by 

nodes communicating with each other by transmission of alert 

message between them in a network. 

 

3). Hybrid IDS: In these IDS, network is divided into subgroup. 

Each subgroup has its head. The exchange of messages take 

place between the head and its members. It reduces the messages 

as compared to cooperative and increases network performance

.  
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Figure.5. Classification of IDS 

 

b). On Intrusion Detection Basis 

On the basis of detection, we categorize IDS into following 

group classes 

 

1.Anomaly based IDS: This system examines the network and 

on its behavior basis, it either passes the nodes (or network) if 

found normal or raises an alarm if something is abnormal. The 

normal behavior of the network is studied by these IDS known 

as training data sets. The study of normal behavior of network is 

known as profiling. There are various ways to train the data set. 

Some of them are semi supervised learning and unsupervised 

learning [19]. The merit of this IDS is detection of new attacks 

for which signature is not present. But it has some demerits as 

well. These IDS have high FP and can be fooled by a correctly 

delivered attack. Figure 6 shows anomaly based IDS. 

 

2. Signature Based IDS: These IDS examines the network and 

look for anomalous pattern. These anomalous patterns are also 

known as signature. So these IDS compare the signature of 

obtained event against known signatures to detect any attack. 

These types of IDS are effective to detect known attacks and are 

suitable for outsider attacks. The problem with these IDS is 

complexity to update signatures and is inefficient to detect new 

attacks. Figure 7 shows signature based IDS 

 

 
Figure.6. Anomaly Based System 
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Figure.7. Signature Based IDS 

 

3. Specification based IDS:  
 

These IDS system look for anomalous behavior at the system 

level. It is similar to anomaly IDS except that it needs no 

training phase, instead the IDS learns about normal behavior of 

the system from individual rather than training phase. These IDS 

have low FNR and are effective against insider attack. Figure 8 

shows specification based IDS. Table 1 depicts pros and cons of 

various detection based IDS. 

 

 
Figure.8. Specification based IDS 

 

c). on data collection basis 

 

On the basis of data collection, IDS are of two types- Traffic 

based data collection IDS and Behavior based data collection 

IDS [19] 

 

1). Traffic based- This IDS is positioned on particular points in 

the network and watches the traffic passively in its subgroup of 

network and compares with the known attacks to detect the 

attacks 

 

2). Behavior based- This IDS is positioned on individual 

devices in the network to watch the incoming and outgoing 

packets. The major drawback is that each node is having an extra 

task of collecting data.  

 

d). On Techniques Basis 

 

1). Fuzzy Logic: Fuzzy logic is based on "degrees of truth" 

rather than the usual "true or false" (1 or 0). The fuzzy logic is 

realistic. The values are not bounded to true or false but have 

partial result as well. The rules are composed of IF-THEN 

statements. Figure 9 shows the model of fuzzy logic. The first 

phase is fuzzify to decide the value of the input. Next contains 

fuzzy rules. The last phase is merging of l suitable rules for 

implementation Tajbakhsh et al [21] proposed Fuzzy 

Association Rules IDS (FARIDS) and Association Based 

Classification (ABC).  

 

The detection model consists of learning and the detection phase. 

In the learning phase attributes were transformed into items 

based on fuzzification, the rules were induced and formed after 

selecting appropriate items and later filtered.  

 

The detection phase used classifier to match and label the rule 

for identifying attack. The model is used for both known and 

unknown attacks. Shanmugavadivu et al [22] proposed fuzzy 

logic based IDS. The features were selected to form the most 

critical feature that affects the whole attack. After this fuzzy 

rules were created and passed to inference engine to test on 

testing data.  
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Figure.9. the working of fuzzy logic 

 

2). Genetic Algorithm (GA): It is a technique particularly used 

for improving the efficiency. It uses chromosomes data structure 

and consist of 3 phases-Selections which is obvious from the 

name to select between the whole populations in order to get 

finest results. . Next is mutation that is similar to biological 

mutation. It ensures that how new chromosomes can be created 

by changing one or more genes of existing chromosomes. Last is 

crossover which takes genes of more than one chromosome and 

form a new one.  

 

Hoque et al [23] proposed IDS using GA. The paper presented 

two phases. The first phase gave rise to new chromosomes by 

proving the network data. The second phase outputs the type of 

data whether it is attack or normal by taking previous phase as 

input. The DR gave amazing results but can be advanced with 

more hybrid techniques used in detection phase. Benaicha et al 

[24] proposed IDS using GA. The attributes mined from 5 

different attack types and rules are formed for each of them. The 

paper put up  80 rules for each attack type which are then fed to 

GA model. After these 400 rules, the evolution process takes 

place and fitness function is calculated and rule set are formed  

 

3). Hybrid Techniques: This IDS combines two or more 

techniques. A lot of work has been done in hybrid techniques 

with IDS. Some of them are described further. Panja et al [29] 

proposed IDS that uses Adaptive Neuro Fuzzy Inference System 

(ANFIS) at the first place and later uses GA to improve the 

efficiency of detection and application level filtering to improve 

DR. The ANFIS is combination of fuzzy logic and neural 

networks. This module consist of 4 stages namely data 

collection, processing, classify and response. Barati et al [28] 

proposed a network based anomaly IDS to detect DDOS attack 

using GA and MLP (. Multi Layer Perception) of ANN 

(Artificial Neural Networks).  

 

The ANN is composed of 3 layers. The data received from GA is 

passed on to internal layer. The middle layer processes the data 

and the outer layer gives the output. Jongsuebsuk et al [34] 

proposed Fuzzy Genetic IDS to detect known and unknown 

attacks by carrying out experiment for each. Later on in case of 

unknown attack the Fuzzy Genetic is compared to Decision Tree 

as well. The arguments of fuzzy rules are passed to GA in this 

model. Selim et al [30] proposed IDS using ANN and Decision 

trees. The decision tree is if-else statements used as effective 

classifier. The system consists of 3 layers. The first layer 

classifies the data. The next layer is responsible for determining 

the presence of any actual signatures. The population in current 

iteration depends on the fitness function for survival in next 

iteration. The crossover phase is determined by k means 

operation which includes calculation of center and reassignment 

of each data to closest cluster.  

 

4). Artificial Neural Networks (ANN): These models are 

derived from central nervous system of animals particularly 

brain. It has been used in combination with IDS to detect both 

anomaly and signature based attacks. Multi Layer Perception 

(MLP) and Support Vector Machine (SVM) are the two network 

models of ANN. 

 

 

Sen et al [26] proposed Back propogation Neural Network 

(BPNN). The BPNN is composed of multiple hidden layers. This 

paper uses different number of nodes in each hidden layer. The 

features were normalized and the confusion matrix was formed 

to predict the class. Alheeti et al [25] proposed a multi stage IDS 

using 3 stages. At the first stage the data was aggregated and 

processed. The second stage consists of training dataset.  

 

The data after processing from the previous stage was passed to 

ANN for training of data. The last stage is detection engine 

where data is classified as normal or abnormal. Saied et al [27] 

proposed IDS based on ANN to combat known and unknown 

TCP, UDP, ICMP DDOS attack. It uses SNORT IDS to monitor 

the network. The IP identifier identifies the IP address and is 

then passed to ANN engine which compares it with existing 

pattern to detect attack. 

 

type of attack. The last layer consists of modules for each type of 

attack. Ying et al [32] presented host based IDS using two 

detection technologies- log file and BPNN. Both these 

technologies felicitate each other. It combines both anomaly and 

signature based IDS into its model. The CPU utilization is sent 

to BPNN as input and its output depicts abnormality of data. 

Balkanli et al [31] proposed the paper which uses two classifiers 

Navie Bayes and CART decision tree. The CART and Naïve 

Bayes classifiers were employed to the model and compared. 

The experiments were performed on different data sets and 

features to get realistic results. 



International Journal of Engineering Science and Computing, May 2017         11629                                                                         http://ijesc.org/ 

Table.1. Comparison of various work done on different techniques in conjunction with IDS 

 

Technique 

 

IDS 

 

Attack covered 

 

Merits 

 

Demerits 

 

BPNN [33] 

 

Anomaly 

 

DOS,probe,U2R,R

2L 

Different type of data used 

among experiments 

 

High computation cost 

 

FAR IDS [27] 

 

Anomaly, 

signature 

 

DOS,probe,U2R,R

2L 

 

Faster execution, 

Efficient classification on 

large dataset 

 

Decrease in DR in known  attacks in 

anomaly 

 

ANN based 

IDS [34] 

 

Cooperative, 

signature 

 

DDOS 

             Real physical 

environment was used instead 

of simulation 

 

Not able to detect encrypted DDOS 

 

GA and MLP 

based IDS [35] 

 

Anomaly 

 

DDOS 

 Most appropriate features are 

used  

 

 model lacks robustness 

 

ANN and 

Decision tree 

based IDS [37] 

 

Traffic  

 

DOS,R2L,U2R, 

probe 

     Detects abnormal behavior 

even without knowing the 

class of attack 

 

Difficulty in identifying U2R. 

High false rate of C5 decision tree 

 

GA based IDS 

[29] 

 

Traffic 

 

DOS,R2L,U2R, 

probe 

Filtering of data makes  

system simple 

 

Lacks in experiments with distinct 

GA parameters 

Huge FP rate 

 

Fuzzy Genetic 

IDS [41] 

 

Traffic 

 

DOS, Probe 

Low computation cost 

Detect known and unknown 

attacks effectively 

 

Preprocessing time is more than 

detecting time  

 

GA [30] 

 

Traffic 

 

Neptune, pod,   

smurf, teardrop, 

back 

Remarkable DR with 4 

iterations and FP with 10 

iterations 

 

Outdated data set used 

FP is not brilliant as compared to 

other research 

 

Fuzzy logic 

based IDS [28] 

 

Anomaly 

 

DOS,probe,U2R,R

2L 

Appropriate features are used 

from sample available to 

reduce cost and memory 

 

Overhead of 1 mined algorithm 

 

ANN based 

IDS [32] 

 

Anomaly, 

signature 

 

DOS 

Implemented both anomaly as 

well as signature based IDS to 

detect attacks 

 

High FP in anomaly detection 

 

IV.  CONCLUSION 

 

In this paper we highlighted the security concern in VANETS. 

We presented various security requirements, attacks and their 

solutions. Later on we introduced IDS and gave brief overview 

on the same. We described various techniques that are used in 

combination with IDS to tackle security attacks. 
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